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HPLabs Bristol
Trusted Systems Lab

TCPA ruminations started some years back
My personal involvement peripheral

* two parts geek, one part wonk, no parts suit
Lab goal: trust, security, and privacy for all

* migration of technologies from Caesar through Mammon
to patrons of Clapham omnibus

WIBNI-land: can we create good-enough trust on widely-
used platforms?
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Structure of thistalk

TCPA design goals and alternatives
TCPA design: primitives, facilities
Near-, mid-, long-term usage possibilities
Exploitation path

* general

* open-source specifics
Issues outstanding

Further reading: www.trustedcomputing.org;
"Trusted Computing Platforms', S Pearson (ed), Prentice
Hall PTR, New Jersey, ISBN 0-13-009220-7
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WIBNI

... your signing keys were really yours

... you could use the hotel room’s PC and not give
Corporate IT stress ulcers

...you could lose your laptop and worry only about buying
anew one

... Corporate IT could know (no, really know) your
machine was up-to-date with patches

* and not ridden with malware
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Design Goals

Improve trustworthiness
Minimal cost impact

Facilitate e-stuff

Make it ubiquitous

* with corporate customers as initial focus: admin framework exists

Interoperable, open spec, widely & critically reviewed

Isthere any challenge in it?

* oh yes...

© 2002 hP Trusted Computing Masterclass November 2002



General-purpose platforms

Never designed to be trustworthy
All memory visible to all privileged code

* Including every device driver
Much memory visible to all processes
Syscalls interceptable by any privileged code
Fierce platform economics
Usability concerns for high user involvement
Would be nice to cover more than PCs

* but upside of PC economics is cheapness if widely
adopted...
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Trustworthiness means... ?

'Does what it says on the tin' (and nowt else!)

Can mark some data as subject to well-enforced
controls

Some way to interrogate integrity of surrogates for
data-owner's policy

*'scuse me, what's a surrogate?




Why surrogates

What's the SHA-1 of this question?
and 65537(that_hash) mod 89109...983?
* quickly now; let's not always see the same hands...
Not even Ubergeeken can do modexps as mental arithmetic

* s0 we must use designed artefacts as surrogates
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Controlling the surrogate

Authorisation-to-use

Designed-and-built to execute expressible policy
Not altered post-build

Hardware or software?

* h/ w less modifiable, less inspectable, less flexible

* s0 how about a hardware core and (protected?) software
around it?
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Trustworthiness of and to A.N.Other
means... ?

Will they (that is, They) keep what | share with them as
private as

* they say?

*asl'd like them to?
against accidental leaks?
against negligence?

against their deliberate malice?

© 2002 hP Trusted Computing Masterclass November 2002



*Some alternative solutions

Crypto co-processor

Conventional smartcard

PDA

Custom-hardened PC & ground-up software rewrite

Commodity PC & paranoid OS and admin practices
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alt.crypto-co-processor

Crypto co-processor

* nice for performance, capacity, physical security of its
secrets

* no/ limited extensibility
* horrid for cost

» plaintext and authorisation data still with host
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alt.smartcard

Conventional smartcard
* cost quite low

* no independent human-computer interface (HCI), so
must trust host

* adding tiny LCD and PIN-pad drives up cost
* alot, since it’'s non-standard

* readers always just about to be widespread
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alt.pda

PDA/ Javaphone
* scarcely cheap
* perhaps becoming ubiquitous
* only free of malware until it is ubiquitous

* a problem for all open/semi-open platforms
* remember the First Virtual payment system?
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alt.hardpc

*Custom-hardened PC & ground-up software rewrite
* potentially highly secure
* not commercially viable outside niche uses

* certainly not in the home and SME markets, nor for large-scale
enterprise deployments
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alt.admin.bondage

Commodity PC & paranoid OS and admin practices

* closest model today is OpenBSD, CDRom boot, all
writeable filesystemsin RAM only, reboot often

® an interesting solution for specialised servers

* not quite the desktop solution
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So what did TCPA settle on?

TPM as 'minimal’ crypto co-processor
* minimality driven by cost. No, | mean really driven!
Hardware protection for core functions and core secrets

Extend logical protection into software through
unsubvertable integrity metrics

* RTS, RTRIin TPM; [C]RTM in initial BIOS
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And to control this surrogate?

One owner, multiple users
Owner constrains what may happen
User chooses which subset of that does happen

» definitely including the empty set!
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Why trust this surrogate?

Secrets and access hardware-protected
* managed according to public specification
Traceable evidence from parties with reputationsto lose

* TPM endorsement key and certificate, plus platform
design certificates, available to owner for direct
Inspection

* This material is"washed" by privacyCA to create
pseudonymised 'l am a TP certificates for others
(including owner doing remote verification)

* ‘remote’ may be as close as ‘physically there but interacting
through untrusted software’
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Why hardware protection of this surrogate
against owner?

So remote interrogators can have trust in conformance to TP
specification

Protect reputations of evidence-giving parties

Maintain 'resale' value across owners
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So what's 'minimal’, then?

A random number generator
Hashing

Asymmetric crypto (RSA)

Key generation for asymmetric crypto
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minimal.1l: an RNG

A random number generator
* strongly unpredictable bitstreams
* for nice fresh nonces within our protocols

* for key generation
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minimal.2: hashing

(Secure) hashing with SHA-1

* strong "checksum"

* not feasible to deduce what went in
* not feasible to find other inputs with the same output

* for integrity metrics, with/ without secret component
* for proof-of-knowledge protocol steps

» for off-load during early boot
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minimal.3: asymmetric crypto

Asymmetric crypto (RSA)
* widely used asymmetric algorithm
* no longer under patent: helpswith cost goals ;-)
* allows the 'no global secrets property
* fast enough to do key management for symmetric crypto

* can give out means-to-encrypt without passing out
means-to-decrypt

* can give out signature-validation key, keep sig-making
key nice and safe, allowing a certificate for that key to be
less laughable
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minimal.4: key generation

Key generation for asymmetric crypto

* If we want to keep our private key-halves secret, best to
make them within the TPM

* takes a fair and unpredictable bit of time, but worth
doing for the control it gives us
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Details of TPM access control

*Mainly proof of knowledge of large shared secret
* ‘large’ means 160 bits, just like a SHA-1result

* TCPA doesn’t specify source: can be weak or strong

Result of proof can become limited-lifetime token to be
guoted per-use

Some operations also/ instead need physical presence
authorisation

* because very sensitive and/ or no shared secret yet
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www.trustedcomputing.org
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