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HPLabs Bristol
Trusted Systems Lab

TCPA ruminations started some years back

My personal involvement peripheral

two parts geek, one part wonk, no parts suit

Lab goal: trust, security, and privacy for all

migration of technologies from Caesar through Mammon 
to patrons of Clapham omnibus

WIBNI-land: can we create good-enough trust on widely-
used platforms?
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Structure of this talk

TCPA design goals and alternatives

TCPA design: primitives, facilities

Near-, mid-, long-term usage possibilities

Exploitation path

general

open-source specifics

Issues outstanding

Further reading: www.trustedcomputing.org;
"Trusted Computing Platforms", S Pearson (ed), Prentice 
Hall PTR, New Jersey, ISBN 0-13-009220-7
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WIBNI

 … your signing keys were really yours

 … you could use the hotel room’s PC and not give 
Corporate IT stress ulcers

 …you could lose your laptop and worry only about buying 
a new one

 … Corporate IT could know (no, really know) your 
machine was up-to-date with patches

 and not ridden with malware
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Design Goals

Improve trustworthiness

Minimal cost impact

Facilitate e-stuff

Make it ubiquitous

with corporate customers as initial focus: admin framework exists

Interoperable, open spec, widely & critically reviewed

Is there any challenge in it?

oh yes…
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General-purpose platforms

Never designed to be trustworthy

All memory visible to all privileged code

including every device driver

Much memory visible to all processes

Syscalls interceptable by any privileged code

Fierce platform economics

Usability concerns for high user involvement

Would be nice to cover more than PCs

 but upside of PC economics is cheapness if widely 
adopted...
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Trustworthiness means… ?

'Does what it says on the tin' (and nowt else!)

Can mark some data as subject to well-enforced 
controls

Some way to interrogate integrity of surrogates for 
data-owner's policy

'scuse me, what's a surrogate?
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Why surrogates

What's the SHA-1 of this question?

and 65537(that_hash) mod 89109…983?

quickly now; let's not always see the same hands…

Not even übergeeken can do modexps as mental arithmetic

so we must use designed artefacts as surrogates
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Controlling the surrogate

Authorisation-to-use

Designed-and-built to execute expressible policy

Not altered post-build

Hardware or software?

h/ w less modifiable, less inspectable, less flexible

so how about a hardware core and (protected?) software 
around it?
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Trustworthiness of and to A.N.Other 
means… ?

Will they (that is, They) keep what I share with them as 
private as

they say?

as I'd like them to?

against accidental leaks?

against negligence?

against their deliberate malice?
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Some alternative solutions

Crypto co-processor

Conventional smartcard

PDA

Custom-hardened PC & ground-up software rewrite

Commodity PC & paranoid OS and admin practices
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alt.crypto-co-processor

Crypto co-processor

nice for performance, capacity, physical security of its 
secrets

no/ limited extensibility

horrid for cost

plaintext and authorisation data still with host
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alt.smartcard

Conventional smartcard

cost quite low

no independent human-computer interface (HCI), so 
must trust host

adding tiny LCD and PIN-pad drives up cost

a lot, since it’s non-standard

readers always just about to be widespread
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alt.pda

PDA/ Javaphone

scarcely cheap

perhaps becoming ubiquitous

only free of malware until it is ubiquitous

a problem for all open/ semi-open platforms

remember the First Virtual payment system?
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alt.hardpc

Custom-hardened PC & ground-up software rewrite

potentially highly secure

not commercially viable outside niche uses

certainly not in the home and SME markets, nor for large-scale 
enterprise deployments
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alt.admin.bondage

Commodity PC & paranoid OS and admin practices

closest model today is OpenBSD, CDRom boot, all 
writeable filesystems in RAM only, reboot often

an interesting solution for specialised servers

not quite the desktop solution
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So what did TCPA settle on?

TPM as 'minimal' crypto co-processor

minimality driven by cost. No, I mean really driven!

Hardware protection for core functions and core secrets

Extend logical protection into software through 
unsubvertable integrity metrics

RTS, RTR in TPM; [ C] RTM in initial BIOS
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And to control this surrogate?

One owner, multiple users

Owner constrains what may happen

User chooses which subset of that does happen

definitely including the empty set!
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Why trust this surrogate?

Secrets and access hardware-protected

managed according to public specification

Traceable evidence from parties with reputations to lose

TPM endorsement key and certificate, plus platform 
design certificates, available to owner for direct 
inspection

This material is "washed" by privacyCA to create 
pseudonymised 'I am a TP' certificates for others 
(including owner doing remote verification)

‘remote’ may be as close as ‘physically there but interacting 
through untrusted software’
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Why hardware protection of this surrogate 
against owner?

So remote interrogators can have trust in conformance to TP 
specification

Protect reputations of evidence-giving parties

Maintain 'resale' value across owners
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So what's 'minimal', then?

A random number generator

Hashing

Asymmetric crypto (RSA)

Key generation for asymmetric crypto



page 22November 2002Trusted Computing Masterclass©  2002                

minimal.1: an RNG

A random number generator

strongly unpredictable bitstreams

for nice fresh nonces within our protocols

for key generation
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minimal.2: hashing

(Secure) hashing with SHA-1

strong "checksum"

not feasible to deduce what went in

not feasible to find other inputs with the same output

for integrity metrics, with/ without secret component

for proof-of-knowledge protocol steps

for off-load during early boot
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minimal.3: asymmetric crypto

Asymmetric crypto (RSA)

widely used asymmetric algorithm

no longer under patent: helps with cost goals ;-)

allows the 'no global secrets' property

fast enough to do key management for symmetric crypto

can give out means-to-encrypt without passing out 
means-to-decrypt

can give out signature-validation key, keep sig-making 
key nice and safe, allowing a certificate for that key to be 
less laughable
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minimal.4: key generation

Key generation for asymmetric crypto

if we want to keep our private key-halves secret, best to 
make them within the TPM

takes a fair and unpredictable bit of time, but worth 
doing for the control it gives us
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Details of TPM access control

Mainly proof of knowledge of large shared secret

‘large’ means 160 bits, just like a SHA-1result

TCPA doesn’t specify source: can be weak or strong

Result of proof can become limited-lifetime token to be 
quoted per-use

Some operations also/ instead need �physical presence� 
authorisation

because very sensitive and/ or no shared secret yet
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TPM access control, continued

Platform has a single owner

many possible users (not really 'known' by TP)

owner sets authorisation secrets for only platform-
specific truly long-term key (pubEK) and created-on-
ownership storage root key

many operations require owner authorisation

owner can 'give away' (cede absolutely, not just delegate) 
right to change any authorisation secret



page 28November 2002Trusted Computing Masterclass©  2002                

minimal.not

No bulk asymmetric crypto

reduces import/ export regulatory hassles

host CPU is much faster than TPM, and has plaintext 
anyway

integrity measures can protect host code

No HCI capability (keyboard, screen)

use (integrity-managed?) BIOS routines for early 
platform admin

use (integrity-managed?) host routines for application 
HCI, and/ or another TP
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Use primitives to get what?

From:

a random number generator

hashing

asymmetric crypto (RSA)

key generation for asymmetric crypto

we build:

protected storage

integrity measurement and reporting

platform identities
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Facility 1: protected storage

A ‘portal’ to platform�s own storage resources

TPM directly protects only an asymmetric Storage Root Key (SRK)

An ‘obvious’ hierarchical structure of keys below the SRK

each member of hierarchy has its own auth value

so SRK is not a ‘master’ key: SRK-auth is necessary-but-not-sufficient 
to use descendants

Some combination of

auth data

made-on-this-TPM

software state (PCR values: see below)

must match for decryption to be released
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Protected storage, continued

TPM enforces key usage constraints, including 'migratable' 
or 'non-migratable' attrib

Protected Storage used both for TCPA-private data, incl. 
identities, and user data, such as signing keys and 
enveloping keys

Authorisation controls central to handling user keys, e.g. for 
user signing

But credible WYSIWYS/ Secure-Attention-Sequence also 
needs next facility: integrity measurement
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Facility 2: integrity measurement

Basic mechanism to make reliable statements about what is 
(and has been) executing

TPM provides 16+  "Platform Configuration Registers" 
(PCRs)

first 8 for low-level boot, rest for OS/ apps

Are 'update-only', using hash-extend

To keep the chain going, each step measures and records the 
next step’s code and config data before passing control to it

for co-operating stack only
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Integrity measurement, continued

'authenticated boot' is measure-and-report only

'secured boot' adds comparison to expected values, halting 
on discrepancy

doesn’t in general need a TPM: fixed measure-and-stop approach 
would do

Note: TPM is passive, has to be told to update PCRs (and 
given update value)

no access to memory traffic or any such 'in the guts' 
access!

no ability to stop platform execution: that’s under sole 
control of ( integrity-checked?) code on the host
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Integrity measurement, continued some 
more

Some Protected Storage can be 'sealed' to values of selected 
PCRs

distinctive TCPA capability

assurance that software is in the 'wanted' state later 
(when unsealed)

but measurement of 'wanted' relies critically on the RTM 
(root of trust for measurement) measuring what the 
sealer wants

Both unsigned and signed reports of PCR values are 
potentially available

Signed by platform identities…
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Facility 3: platform identities

Each identity is a PrivacyCA-certified public key

TPM keeps private part secret

Used to sign statements about

integrity metrics

keys known to the TP
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Platform identities continued

Of most use to third parties

knowing that information comes from A.Genuine.TP can 
increase its trustworthiness

But of use to owner also

asymmetric validation simplifies key management for 
checking

allows remote validation

remember that ‘owner is the Corporate IT Dept’ idea?
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Platform identities
continued some more

Multiple, pseudonymous

'PrivacyCA' interposes between the only platform-unique 
persistent TPM quantity and all signed statements

Only PrivacyCA could link different identities at TCPA 
level

Pentium-III Processor-ID storm helped designers think a 
bit more about privacy ;-)
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Who can wash keys?

Anyone at all
no, really, anyone: there's no 'TCPA root CA' or anything remotely similar

Each one simultaneously: different identities for different purposes

Usefulness determined by challenger/ verifier, not local TP

So could be:

closed-group administrator (corporate IT, govt dept, …)

‘widely-known’ CA

cipherpunk memory-hole CA

third-party content controller (yes, such as Disney™)

human platform owner
similar usage to a self-signed certificate

a new one every day, if you like

or make one, so you can tell if anyone nobbles your platform, but throw 
away the authorisation data, and disable the TPM…
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TPM minimalism

Recurring theme: TPM cost-engineered to minimal core, 
reaches into platform for space and speed

protected storage as 'portal'

measurement detail in on-platform log, integrity 
assurance in fixed-capacity PCRs

secure caching of state (authtokens, intermediate keys, 
...) on the platform
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Tell me about the keys again?

Exactly one truly long-term (across owners) keypair: 
endorsement key (EK)

Exactly one storage root key (SRK) while under a given 
owner

Zero-to-many identity keys

each 'washes' pubEK via a chosen PrivacyCA

only ever signs TPM-generated data

Zero-to-many other signing and storage keys

TPM keeps track of key origination, migratability, 
authorisation data, key usage, ...
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Near-, mid-, long-term usage possibilities

Near-term: protected storage

Mid-term: restricted configurations under owner's control

Long-term: TP mutual authentication
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Near-term usage:
protected storage

To hold both cryptographic keys and bulk private data 
'better' than current software-only solutions

needs basic utilities provided by TPM manufacturer

integration with applications and OS may be rough-and-
ready at first
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Mid-term usage:
restricted configurations

Of primary interest to closed-group deployments

platform is 'locked down' to restricted range of software, 
as defined by closed-group owner

crude and inflexible without (close?) OS and application 
support

easier to achieve in an open-source-based deployment?

unlikely to be attractive to general user (home, SME)

even in closed groups, beware the Deutch factor!
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Long-term usage:
TP mutual authentication

Cooperating trusted platforms

Reporting, verifying particular aspects of each other's 
configurations

key management data

software status

Requires considerable support from OS and apps, so that 
reporting is detailed enough to be useful

Requires PrivacyCA infrastructure to provide acceptable 
range of policies, practices — and prices!
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Getting there, near-term
(simple protected storage)

Device driver for TPM

Library code for TSS

Custom apps to manage the TP

some can be truly standalone on custom bootCD

but authorisations won’t persist across boots

Custom apps to use TP facilities, and/ or extensions to 
existing apps/ OS

Without integrity protection for HCI path and auth-token 
holding, just how much �better� are we?



page 46November 2002Trusted Computing Masterclass©  2002                

Getting there, mid-term
(restricted configs)

(nearly) all of above, plus

measurement agents throughout boot chain

and either

measurement agent(s) in the main OS, or

willingness to ‘trust/ no-trust’ an entire measured OS config

virtual machine images as a halfway house?

�secure boot� may be used, or may just use authenticated 
boot with secrets inaccessible in the wrong state
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Getting there, long-term
(co-operating TPs)

(nearly) all of above, plus

measurement in OS, apps acceptable to co-operating 
parties

wide range of PrivacyCAs (or a big-enough closed 
group!)

resolution of some very interesting liability issues

what will it mean to ‘vouch for’ a given integrity metric? (simple 
toolchain output measurement, or statement of conformance with 
policy?)
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Getting there, open-sourcely

Preliminary, non-prescriptive thoughts

Mix, match, extend these ideas at will

Intent that implementations be readily accessible to open as 
well as proprietary environments
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Open-source step 1: GRUB

The GRand Unified Bootloader

as a measurement agent: extend PCRs

as a TPM control tool: disable, load auth
may duplicate some BIOS functions, but gives eyeball verifiability!

(much) stronger password/ challenge control for boot 
images

store kernels as TCPA Protected Storage objects, enter password (or 
handheld calculator output?) to show authorisation

My Little Kernel
boot into selected (static, no-LKMs?) kernels for particular jobs (GnuPG 
usage, Tripwire DB update): no network, no X, no drivers for most 
storage, keys sealed to this kernel…
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Open-source step 2: with a (partial?) TPM 
driver

make (some?) TPM facilities available

management/ storage utils for protected storage

/ dev/ random linked to TPM

both ways, if you like

(standalone) key generation for security clients

SSH, TLS, IPSEC, …

integration of key handling into cryptolibs

openSSL, SSH libs ... and FreeSWAN (!)
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Open-source step 3a: kernel/ LKM-loader 
mods

update chosen PCRs and syslog on 'significant' events

set policy for module loading?

actions of executable interpreters (binfmt_elf and cousins in 
Linux)



page 52November 2002Trusted Computing Masterclass©  2002                

Open-source step 3b:
particular usages

syslogd integrity

similar mechanism to PCR updates: logs in unprotected storage, 
integrity-measurement in PCR or protected storage

encrypted filesystem (usual loopback mount) using TPM 
storage

tripwire/ similar storage

use a TPM-protected key to sign integrityDB, to give authentication 
control for that signing key via TCPA

sealing to given binary would need binfmt measuring support, 
though crude hack to scribble to an arbitrary post-boot PCR would 
hold back the ankle-biters for a bit
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Open-source step 3c:
community-accepted integrity metrics

Why: so others can decide whether to entrust their data

What would 'vouching' for a metric mean

for a kernel or LKM?

for a given binary (and setup files!)?

for a given source file?

Just the existing traceability data on .rpm, .deb files?

'Known Good' toolchain output?

Conformance to specification? Inspected?
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Issues outstanding

PCR fragility/ grainsize

cough twice instead of once, lose your secrets!

What's 'code'

yes, .EXE/ a.out, .DLL/ .sl,

but also: scripts, mobile code, code injected by buffer overflow, 
data injected that way, and combinations

clearly TCPA does not solve code-quality issues

Protected storage as hidey-hole for malware!?

Anyone fancy ZKP protocols for the PrivCA?

Whose validation do we trust?
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Issues outstanding, continued

TCPA: ethically responsible?

no 'Wernher von Braun' defence claimed!

but resolve issues with appropriate tools

social trust according to shared incentives

monopoly practices according to established competition law and 
purchaser power

perceived imbalance of copyright owner interests versus consumers 
according to law-making process, amicus curiae briefs, … 

Further reading: www.trustedcomputing.org ;

“Trusted Computing Platforms”, S Pearson (ed), Prentice Hall PTR, New 
Jersey, ISBN 0-13-009220-7




