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Trusted Computing Is Not New

 Military Wishes

 Multi Level Security

 LOCK and SIDEARM

First big success

Unix based

 AEGIS

FreeBSD trusted boot



Rights Management

 Intertrust

Realised DRM link

First DRM systems

Sueing Microsoft

 Whose Rights ?

Ethical Issues

Anti Trust Issues



Trust And Open Source

 A trusted system can be open source

 A trusted system can be "free"

Dependant on the key ownership question

Ability to create an equivalently functional executable

 Trusted Open Source systems exist



Trust And Freedom

 "Preferred form for modification"

Needs sufficient keys to create an equivalently 
functional executable to the one distributed

If the keys are owned by the machine owner they can 
sign the binaries as they need

If the keys are not owned by the machine owner the 
system is not trustworthy anyway

Distributing GPL'd code tied to a system where the 
owner cannot change the keys is probably a license 
violation



Current Approaches

 SELinux

High grade security model

Built into existing Linux OS

Very flexible due to integration

Large TCB



Current Approaches

 RSBAC

Role based security

Very suited to data 
protection roles

Long established project

Large TCB



Underlying Trusted System

 HP Trusted Linux

 Linux within Linux

User mode linux

 Linux under VM

Partitioned by mainframe

 Vmware

Project with NSA



Hardware Approaches

 Smart Card

Encryption controlled by company of your choice

Card identifies the user not the machine

 AEGIS and TCPA

Boot firmware checks signatures before booting the OS. 
The OS may checks signatures too.

 IBM 4758 

Put the entire OS on a tamperproof card!



The Future ?

 On chip processor cryptography and protection

But who owns the keys ?

Who really owns all the other keys (NSAKEY) ?

How to fix bugs ?

 Palladium

The Mickey Mouse operating system

Who owns the keys ?

Can you trust a convicted monopolist ?



Legal Issues

 Digital Rights

Monopoly abuse, tying and revocation of licenses 
without court order

Safety critical systems

What happens if you revoke the license on a life support 
machine ?

Or the doctors PC at a critical moment ...

How to legislate to protect both rights owners and 
rightful content users ?



Legal Issues

 If third party software can run on your machine      
   invisibly can you

Meet data protection law

Meet financial duties

Use such  a system in a judicial or government role

 Key ownership is everything, do you own or rent    
   your computer ?

 "One key to rule them all and in the darkness bind  
    them"


