

















Who is root anyway?

http://www.rsbac.org







Hardware Approaches

» Smart Card

» Encryption controlled by company of your choice

o Card identifies the user not the machine
» AEGIS and TCPA

» Boot firmware checks signatures before booting the OS.

The OS may checks signatures too.
*|BM 4758

s Put the entire OS on a tamperproof card!

@. redhat




The Future ?

» On chip processor cryptography and protection

» But who ownsthe keys ?

» Who really owns all the other keys (NSAKEY) ?

» How to fix bugs ?
» Palladium

» The Mickey Mouse operating system
» Who owns the keys ?
» Can you trust a convicted monopolist ?

@. redhat




Legal Issues

» Digital Rights

> Monopoly abuse, tying and revocation of licenses
without court order

» Safety critical systems

» What happens if you revoke the license on alife support
machine ?

» Or the doctors PC at a critical moment ...
» How to legislate to protect both rights owners and

rightful content users ?
@. redhat.




Legal Issues

o |f third party software can run on your machine
Invisibly can you

» Meet data protection law

» Meet financial duties
» Usesuch asysteminajudicial or government role

» Key ownership is everything, do you own or rent
your computer ?

° "One key to rule them all and in the darkness bind

them @ rednat.




